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FC:mel 



CERTIFICATE OF MAILING UNDER 37 C.F.R. 81. 8(a) 
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Washington, D.C. 20231 on July 17. 2001. 

Dated: 




THIS PAGE BLANK d»no) 




o 



INVESTOR IN PEOPLE 



The Patent Office 
Concept House 



Cardiff Road 
Newport 



South Wales 
NP10 8QQ 
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in this certificate and any accompanying documents has re-registered under the Companies Act 
1980 with the same name as that with which it was registered immediately before re- 
registration save for the substitution as, or inclusion as, the last part of the name of the words 
"public limited company 11 or their equivalents in Welsh, references to the name of the company 
in this certificate and any accompanying documents shall be treated as references to the name 
with which it is so re-registered. 
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pic, P.L.C. or PLC. 

Re-registration under the Companies Act does not constitute a new legal entity but merely 
subjects the company to certain additional company law rules. 
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Rxecution Sets for Generated Logs 



Field of the Invention 

This invention relates in general to network diagnostics, and more particularly 
to a network administration system for automatically executing instruction sets in 
response to generation of error logs in a network. 

Background of the Invention 

It is well known in traditional computer and digital communication 
networks for technicians to respond to the generation of error logs by notifying 
affected users of system problems, analyzing and then fixing the problems using an 
assortment of software commands and/or tools. The use of such software commands 
is often repetitive and requires the technician to manually enter the commands upon 
each observation of a specific log. 

Summary of the Invention 

According to the present invention, a network administration system is 
provided for automatically executing instructions programmed by the technician in 
response to receipt of particular logs. Thus, the technician is relived of the 
requirement to manually and repetitively entering commands to correct repeated 
errors. Accordingly, the network administration system of the present invention may 
be advantageously used to implement automated self-repairing networks. 

Brief Description of the Drawings 

A detailed description of the preferred embodiment is set forth herein below 
with reference to the following drawings, in which: 

Figure 1 is a block diagram of an exemplary network incorporating the system 
of the present invention; 
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Figur e2isatableofasetofrules that havebeen defined foruseinthe 
network of Figure 1; 

Figure3is a**ow ta8 anex M pla r y,is,of tog s g e„ e ra K d 1J y.hene W o* 

of Figure 1; 

^ 4 shows a graphica. - interface * -ciating execution sets with 

logs; and 

Fig ure 5 is a flowchart showing process flow of the networtc adminisUation 
system according to the preferred embodiment. 
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Tradi.iona.iy, system error ,„gs have heen analyzed through human 

imervention in order to determine the sources of and to correct system -» 
~ . = „fl oe scanbe.genetat=dbyasinglepioblem.Fore I tample,.f»Tl line 

sets-todetermineifacomhina.ionof.ogssaUsf.csag.vencntena.Oneexamp 
suchanautomatedprocessisaproductfromPlexis 

I^-desc.btns^probiemtodretecr.ici.Thus.itis^togene.te 
. , - . j _„ mLU from Lower Level Logs (LLL) in response to 

e x P ,a,n to the system administrator/designer what is reaiiy gotng on tn the system. 

The re are instances whereHLLs generate mere HLL iogs, or combinations of 

LLL's and HLL's generate new HLL's. Since HLL's are generated by LLL s and 

LLL s ana ni^ * & , triggered since 

pos S1 bly other HLL's, the technician needs to see how the HLL s tngg 

rule-sets can be complex and not easily understood. 
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According to the present invention, each of these types of logs can be 
associated with a set of execution instructions. Preferably, the execution sets are 
implemented as software applications (e.g. shell scripts, command function utilities, 
5 etc.) that read each command line and execute its instructions. Thus, specific 

execution sets may be implemented on many levels of network/system analysis and 
repair. 

Figure 1 shows a typical network comprising a plurality of phones (PI to P3) 
10 connected to a server implemented PBX (PBX 1), a further phone PI connected to a 
client server CI, both the client CI and PBX 1 being connected to a PBX2. The PBX 
2 is connected to a Tl trunk in a well known manner. Each of the devices shown in 
Figure 1, with the exception of the trunk, has the capability of generating logs to 
inform a technician of the device status. The network configuration is for illustration 
1 5 purposes only, and may incorporate a host of other devices and networks. 

As indicated above, Figure 2 demonstrates a set of rule sets that are defined 
for use in the network in Figure 1, and Figure 3 shows a typical list of logs (HLL's 
and LLL's) that are generated from the network in Figure 1 as well as associated 
20 execution sets when these logs are produced. The execution set does not form part of 
the error log, which is restricted to the Log ID, Time Generated and Brief Description. 
The system parses the Brief Description in order to identify the source of a particular 
error log. 

25 According to the invention, a network administration system is provided for 

entering execution sets which are designed to execute specific commands in response 
to receiving a log in connection with which such an execution set has been 
programmed. In Figure 1, the inventive system is incorporated into PBX 2. 
Alternatively, the network administration system may be implemented in a separate 

30 server connected to the network. 



As shown in Figure 4, a user interface is provided for associating logs with 
execution sets. Each command is entered into a text box relative to the associated log. 
The execution sets may be associated with each type of log in the software package 
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. , the execution sets. When a rule set has been satisfied, the 
that coordinates the logs and the executions th „ xealtion se , software 

,og associated win, that ru.e set is compared to a logs hst ,n the exe 
apphcationandtheeorrespondrng— d line in the execution set ,s executed. 

10 HLL001 log. 

The execution sets are triggered by using software toois (e., Visual Basic, 

Orderedtnggenn is te CaLPhone command Une, Ute 

the4rstcommand.nFigure4tor gr ch e te order by 

secondcornmandismeAlarmAgentcommandUne.Theusercancn g 

second comm ^ up „ down . 

clicking on a command line inane* 

M Exemplary pseudo-code of Uie process for imp— the network 

admistration system of to present Mention is as follows: 
execution sets function prog 
retrieve log 

25 compare log with list of logs with execution sets 

while command lines exist in execution set 

execute command line in execution set 

if more command lines exist 

go to next command line 

endif 
endwhile 

endif 
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end execution sets function prog 



Alternatives and modifications of the invention are possible within the sphere 
and scope as set forth in the claims appended hereto. 



What is claimed is: 

, A „ et worxadminis«ra ■ion.stemfortriggeringcommands inresponseto 
5 ^p.of^r.ogs^ne.wCdevicesM.appWons.compn^. 

^^.n.erfaceforpro^ — sets of said commands * 
.socia.ionwi.hprede.enntaedone.ofsaidcrnT^and 

f„r receiving said error logs and for each of said 

execution sets. 

ct,™ of claim 1 wherein said user interface 

accordance with user preference. 

of claim 1, wherein said user interface and 
implemented within one of said network devices. 



3 . The network administration system 
program means 



20 4 K ^««*r*~~»*<>«~«<~* amV ** m 

nemo* devices and applications, comprising the steps of: 

p^annningexecu.ionse.sofsaid—sinassociadcnwi.h 

25 predetermined ones of said error logs; and 

^ngsaiderrorlogsandforeac.ofsa.dpredeter.inedonesofsaiderror 

logs triggering execution of said commands in said execution set, 



30 5 . The method of claim 4, wherein said steps 



of receiving said error logs and for 

L--7^-----'---*•r , ■ -,,, ' 

commands in said executionsets farther compnsetestepsof: 

detecting an execution se, associated with a recetved error iog, and 



b) executing each successive command in said execution set. 



Abstract 



A network administration system for triggering commands in response to 
receipt of error logs, comprising a user interface for programming execution sets of 
commands in association with predetermined error fogs, and means for recemng error 
log s and foreachofthe predetermined ones ofthe error logs triggering execute of 
the commands in the execution sets. 
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Figure 1 
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HLLID 


Rule Set 


Brief Explanation 


HLL001 
HLL002 


n «<rP^nnn or LoeP6001 or 
LogP6002) from 2 or more 
phones. 

LogPBX2000 + LogC3000 


Two or more 
phones are not 
receiving full 

services 

Loss of services. 
Something is 
wrong with PBX2 


HLL003 


HLL001+HLL002 


Loss of services. 
Something is 
wrong with Tl 
trunk. 



Figure 2 
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Execution Set 


NONE 


- Page technician. 

- Send Medium level alarm to monitoring 
application. 


- If phone has LED display, display "not 
fully fimctional" on LED display. 


- Do self-diagnostic of network services. 


- Page two technicians. 

- Send High level alarm to monitoring 
application. 

- Re-route traffic to backup PBX- 


NONE 


- Page technician. 

- Send Medium level alarm to monitoring 
application. 


-Page ten technicians. 

- Send Critical level alarm to monitoring 
application. 

- Use another trunk if available. 


Brief Description 


No dial tone for phone P2. 


PBX 1 is not receiving full 
services. 


Reduction of features 
available for phone P4. 


Client CI cannot give 
services to phones. 


Loss of services on 
network. 


No services available for 
phone PI. 


PBXl is not providing 
full services to phones. 


Trunk Tl is unavailable. 


Time 
Generated 


Feb. 29, 2000 
14:23:04:12 


Feb. 29, 2000 
14:23:04:17 


Feb. 29, 2000 
14:23:04:27 


Feb. 29, 2000 
14:23:04:29 


Feb. 29, 2000 
14:23:04:32 


Feb. 29, 2000 
14:23:05:00 


Feb. 29, 2000 
14:23:05:03 


Feb. 29, 2000 
14:23:05:05 
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LogPBX2000 


LogP6001 


LogC3000 


HLL002 


LogP6002 


HLLOOl 


HLL003 




Figure 5 
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